MHO®OPMALIMOHHASA NAMATKA
AnA ObYYAKOLUXCA

C kaxabIM ro40M MOJIOAEXMN B UHTEPHETE CTAaHOBUTLCS BOrbLUE, a LUKONTbHUKA O4HU U3
caMbIX aKTUBHbIX nons3osaTenen PyHeTta. Mexay Tem, NOMMMO OrpOMHOIO KOnn4yecTsa
BO3MOXHOCTEN, UHTEPHET HeceT 1 Npobnembl.

OTa namsTKa AomkHa nomoyb Tebe 6e30nacHO HaxXoAUTLCS B CETH.

KomMnbroTepHble BUPYChI

KoMnboTEepHbIN BUPYC - 3TO pa3HOBUOHOCTb KOMMbLIOTEPHBIX NPOrpaMm, OTNINYUTENBHON
OCODEHHOCTBLIO KOTOPOW SABMNSIETCA CNOCOBHOCTL K pa3MHOXeHW0. B JononHeHre K aTomy,
BMPYCbl MOTyT NOBPEeaUTb UMM NOMHOCTBIO YHUUTOXUTbL BCe (pansibl U AaHHbIE,
NOAKOHTPOSbHbIE NOMNb30BAaTEN0, OT MMEHW KOTOPOro Obina 3anyLleHa 3apaxxeHHas
nporpaMmma, a Takke noBpeauTb NN Jaxe YHUUTOXUTb ONepaLoOHHY CUCTEMY CO BCEMU
drannamu B uenom. B 6onbLUMHCTBE CriydyaeB pacnpoCTPaHATCA BUPYChl Yepes UHTEPHET.
MeToAab! 3alMTbl OT BPeAOHOCHbIX NPOrpamMm:

1. icnonb3yn coBpeMeHHble OnepaunoHHbIe CUCTEMbI, UMEIOLLME CepPbe3HbIN YPOBEHD
3alWnTbl OT BPEAOHOCHbLIX NPOrpamm;

2. MocTosiHHO ycTaHaBnNuBam navyth (LMpoBbIE 3ansiaTku, KOTopble aBTOMaTUYECKN
yCTaHaBMMBaloTCS C Lernbio 4opaboTkm nporpamMmbl) U Apyrne 06HOBNEHUS CBOEN
onepaumoHHoM cuctembl. CkaymBam ux TONbKO ¢ opuumanbHoro camta paspadortymka OC.
Ecnu cywecTByeT pexvm aBToMaTuyeckoro 06HOBMNEHUS, BKIOYN €rO0;

3. PaboTtai Ha cBoeM KoMMbloTepe NoA NpaBamMu Norb3oBaTens, a He agMUHUCTpaTopa.
OTO He NO3BONUT BOMbLUMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTanNIMpoBaTbCH Ha TBOEM
nepcoHarlbHOM KOMMbIOTEPE;

4. icnonb3yn aHTUBMPYCHbIE NpOrpamMMHble NPOAYKTbl M3BECTHbBIX MPOM3BOAUTENEN, C
aBTomaTnyeckum obHoBneHem 6as;

5. OrpaHunyb hmsnyeckmin 4OCTYN K KOMMbOTEPY OS5 NOCTOPOHHUX JNLL;

6. Micnonb3yn BHeLWHWe HocuTenn nHopMaunn, Takme Kak drieLuka, QUCK nnm dann ms
WMHTEpHEeTa, TONbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbIBan KOMMbIOTEPHbIE (hansibl, NOSTy4YEHHbIE U3 HEHAAEXHbIX UCTOYHMKOB. [Jaxe
Te bannbl, KOTOpble NpUcnan TBOW 3HAKOMbIN. Jlyylle yTOYHKU Y Hero, OTrpasnsia Nn OH
Tebe unx.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepefayn AaHHbIX, HE TEXHONOrns, a Bcero nuwb 6peHa, mapka. Euwe B
1991 rogy HMaepnaHackas komnaHua 3apeructpuposana 6peHg "WECA", yto o6o3Havano
cnoBoco4yeTaHune "Wireless Fidelity", koTopbin nepeBoanTcs kak "becnpoBogHasi TOMHOCTbL".
[lo Hawero BpemeHn gowrna apyras abbpesumatypa, Kotopasa ABASeTCA Takon e
TexHonornen. 31o abbpesnatypa "Wi-Fi". Takoe Ha3BaHue GbINO JAHO C HAMEKOM Ha
cTaHgapT BbicLlen 3ByKoBOM TexHUKM Hi-Fi, 4To B nepeBoge o3HavaeT "BblCOKas TOYHOCTL".
Ha, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, OTENAX U a3ponopTax ABMseTcs OTIINYHON
BO3MOXHOCTbIO BbIXO4a B UHTEPHET. HO MHOMMe aKcnepThbl cCYMTalOT, YTO OBLLEeAOCTYMNHbIE
Wi-Fi ceTun He aBnsatoTcsa 6e3onacHbIMM.

CoBeTbl No 6e3onacHocTu paboTbl B obwenoctynHbix cetax Wi-fi:

1. He nepepaBaii cBO NMYHYO MHpopmaumio yepes obuweaoctynHble Wi-Fi cetn. PaboTtas
B HUMX, XXenaTenbHO He BBOAWUTb Naponu AOCTyna, NOMMHbI U Kakne-To HOMepa;

2. Ncnonb3yn 1 o6HOBNSIM aHTUBUPYCHbIE NporpamMMbl U BpaHamMayep. Tem cambiM Thbl
obesonacuLlb cebs OT 3aKayku BUpyca Ha TBOe YCTPOMNCTBO;

3. Mpu ncnonedosaHmm Wi-Fi oTknoum dyHkumio "O6Lwmi gocTyn K bannam un npuHTepam”.
[aHHasa yHKUMS 3aKpbiTa N0 YMONYaHMI0, O4HAKO HEKOTOPbIE MONb30BaTENM akKTUBMPYIOT
ee ons ynobcTea ncnonb3oBaHus B pabote unu yyebe;

4. He ncnoneayn nyonunyHein WI-FI gna nepegayun nuyHbIX AaHHbIX, HANpUMep ANs Bbixo4a
B couManbHble CETU UMK B SNIEKTPOHHYHO NOYTY;



5. cnonb3yn Tonbko 3awueHHoe coeanHerune Yyepes HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoan MMeHHO "https://";

6. B mobunbHom TenedoHe oTkntoum yHkumio "lMogkntoyerHne k Wi-Fi aBTomatmnyeckun”. He
AOnycKan aBToOMaTUYECKOro NoakntoYeHns yctponcrea k cetam Wi-Fi 6e3 TBoero cornacusi.
CoumnanbHble ceTu

CoumanbHble CeTn akTMBHO BXOAAT B HALLY XXM3Hb, MHOTME Noan paboTatoT 1 XKUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MUNnMapa YenoBek, YTo ABNAeTCs OgHOM
ceabMoW BCeX XuTenen nnaHeTbl. MHOrme nonb3oBaTeniv He NOHMMAIT, YTO MHpopMmaLms,
pasMeLleHHas UMM B coumarnbHbIX CETAX, MOXET OblTb HangeHa 1M UCNOoNb30BaHa KeEM
YyrogHo, B TOM Yncne He obs3aTenbHO ¢ 6narmmm HamepeHusMu.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B coumarnbHbIX CeTAX:

1. OrpaHunyb cnmcok gpysen. Y 1ebsa B Apy3bsX HE JOIMKHO ObiTh ClyYariHbIX U HE3HAKOMbIX
noaen;

2. 3almiLan CBOK YaCTHYIO XU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaTy TBOero
POXOEHUS U OPYTYIO NMNYHYI0 MHOPMaUMIO. 3N0YMbILLIIEHHMKM MOTYT UCMONb30BaTb JaXe
MHOPMaLMIO O TOM, Kak Tbl U TBOM pOAUTESNM NNAHMpPyeTe NPOBECTU KaHWKYIbI;

3. 3awmuian cBot penyTaumio - AepXKn ee B YACTOTe U 3agaBan cebe Bonpoc: xoTen Obl
Thbl, YTOObI Apyr1e nonb3oBaTenu BUAENN, YTO Thl 3arpyxaewwb? Nogyman, npexane Yyem
4YTO-TO onybnMkoBaTb, HANUCaTb U 3arpy3unThb;

4. Ecnu Tbl rOBOPULLIb C NIOAbMU, KOTOPbIX HE 3HAaELLUb, HEe UCMONb3Yy CBOE pearibHoe UMS U
APYTYI0 JIMYHYI0 MHGOPMALUKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N36eran pasmelieHms dotorpaduii B MIHTepHeTe, rae Thl M300paXkeH Ha MECTHOCTU, No
KOTOPOW MOXHO OnpenennTb TBoe MECTOMNOSTOXEHNE;

6. Mpwn pernctpaumm B counanbHON cETU HEOHXOANMO MCMNONb30BaTh CNOXHbLIE NAPOSN,
cocTosilme n3 BykB 1 UMAdP 1 C KONNMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa counanbHOW ceTn, NoYTbl U PYrMX CanToB HEOOXO4MMO MCMNOSb30BaTh pasHbie
naponu. Torga ecnv Te65 B3NIOMatoT, TO 3M0YMbILLUNIEHHMKM NOMyYaT AOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

OnNeKTPOHHbIe AEeHbIn

ONEKTPOHHbIE OEHbMN - 3TO 0O4EHb YA0OHLIN CNOCO6 nnaTexen, ogHaKo CyLECTBYIOT
MOLLUEHHWUKWN, KOTOPbIE XOTAT NOMAYYNUTb 3TN OEHBLIN.

OnNEeKTPOHHbIE AeHbIMN NOABUINCE COBCEM HEAABHO Y MMEHHO U3-3a 3TOr0 BO MHOMMX
rocygapctaax 4o CUMX Nnop He nNponucaHo nNpo HUX B 3aKOHaXx.

B Poccum e OHM (hyHKUMOHUPYIOT M O HUX yXKe NPONUCcCaHOo B 3aKOHe, rae UxX pasgenstot Ha
HECKOJSTbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIEe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOPbIX pa3peLuaeTcsa NpoBoANTbL onepaunn 6e3 ngeHTudukaumm nonbL3oBaTens, a B
HEeaHOHUMHbIX NOEHTUdUKaLMA Nonb3oBaTens ABNseTcs 06s3aTenbHOMN.

Takke cnegyeT pasnuyaTtb 3NEKTPOHHbIE hnaTHbIE AEHbIN (pPaBHbI rOCYAapCTBEHHbLIM
BantoTam) 1 3NEKTPOHHbIE HEMATHbIE AEHLIMN (HE paBHbI FOCY4apCTBEHHbBIM BanoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHBIMWU AEHbraMu:

1. MNpuBsKM K cHETY MOBUIbHBIV TenedoH. ATO caMbl YAOBHbIN 1 BbICTPbLIA CNOcob
BOCCT@HOBUTb 4OCTYN K cYeTy. NpmBs3aHHbIN TenedoH NOMOXeT, ecnn 3abyaellb CBOW
nraTeXxHbI Naposb Unn 3angellb Ha cCanT C HE3HAKOMOro YCTPOUCTBA;

2. cnonb3yn ogHopasoBble naponu. Nocrne nepexoaa Ha ycuneHHyo asTopmusauuio Tebe
yXXe He ByaeT yrpoxaTb ONacHOCTb KpaXku UK nepexsaTa niaTeXxHoro napons;

3. Bbibepu cnoxHbelvi naponb. MNpectynHukam 6yaeT He NPOCTO yragaTb CIIOXHbIN Naporb.
HagexxHble naponu - 3To Naponu, KOTopble coaepaT He MeHee 8 3HaKOB 1 BKMNOYAOT B
cebsi CTpOoYHbIE M NPONUCHbIE BYKBbI, LMMPbI U HECKONbKO CUMBOSIOB, TakMe Kak 3HaK
fonnapa, pyHTa, BocknuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NNYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBEpPSELLb.

OneKTPOHHaA noyTta

OnNEeKTPOHHas noYTa - 3TO TEXHOMOIMS U NPEeAOCTaBNSAEMbIE €10 YCIyrn Mo Nepechisike u
MOMYYEHMIO SNEKTPOHHbBIX COOBLLEHNI, KOTOPbIE pacnpeaensatoTCa B KOMMNbIOTEPHON CETHU.



OBbIYHO 3NEKTPOHHbIN MOYTOBLIN ALWMK BbIMMSAUT crieayowmm obpasom:
NMS_Nonb3oBaTensa@uMs_aoMeHa. Takke Kpome nepegaym npocToro TekcTa, MMeeTcs
BO3MOXXHOCTb nepeaaBaTb hansbl.

OCHOBHbIe coBeTbl MO 6e3onacHoOn paboTe ¢ 3INEeKTPOHHON NOYTOM:

1. Hapo BbibpaTb NpaBusibHbIA NOYTOBbLIM CepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIGOP
BecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Iydlle A0BEPATb TeM, KOro 3Haellb U KTO
nepBbIn B PENTUHTE;

2. He ykasbiBan B NMYHON NoYTe NMYHYO0 MHpopMaumio. Hanpumep, nydiie Bbibpatb
"My3blkanbHbIn_(paHaTt@" nnu "pok2013" BmecTo "Tema13";

3. cnonb3yn AByxaTanHyro aBTopu3sanmio. JTO Korga noMUMO Napons HY>XHO BBOOMUTbL Kof,
npucbinaemoin no SMS;

4. Bblbepu cnoxHblvi naponb. [Ansa Kaxgoro nodYToBoro fAuimka OSMKEH ObiTb CBOM
HaOeXHblIW, YCTONYMBLIV K B3NTIOMY Naporb;

5. Ecnun ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW JINYHbLIA BOMPOC, UCNOSb3Yyn 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yi HECKOMbKO NMOYTOBbLIX AWMKOB. [NepBbl A9 YaCTHOW Nepernmcku ¢
agpecatamu, KOTOpPbIM Tbl JOBEpPSiellb. OTO ANEKTPOHHbIV aapec He Haao UCMNOMNb30BaTb
npu pernctpauumn Ha popymax n cantax;

7. He oTKpbiBaw hannbl 1 Apyrve BrIOXEHUS B NUCbMaX, AaXe €CN OHW MPULLNN OT TBOUX
apy3en. Jlyywe yTouHM y HUX, OTNpaBnsanu nm oHn tebe atn hanneoi;

8. Mocne okoH4YaHMs paboTbl Ha MOYTOBOM CEpBUCE NMepes 3aKpbiTUeM BKNagKM C CanTom
He 3abyab HaxaTtb Ha "Bbintun".

Kn6epO6ynnuHr nnm BupTtyanbHoe usaeBatenbCTBO

KubepbynnuHr - npecnegosaHve coobLLEeHNAMM, CoaepX)aLmmMm 0CKopbreHus, arpeccuio,
3anyrmBaHue; XynuraHcTBo; colmarnbHoe BOMKOTUPOBaHUE C NOMOLLbIO Pa3fINYHbIX
NHTEPHET-CEePBMUCOB.

OcHoOBHbIe cOBeTbI N0 6opbbe ¢ KMbepobynnuHrom:

1. He 6pocancsa B 6on. Jlyqwmnin cnocob: nocoBeTOBaThCS Kak cebsa BECTU U, eCnn HET TOro,
K KOMY MOXHO 00paTUTbCSA, TO BHa4Yane ycnokonTbca. Ecnm Tbl HaYHeLWb oTBeYaTh
ockopbrieHNAMN Ha ockopBneHnst, TO TONBKO elle BorbLUe Pa3oXKellb KOHMMNKT;

2. YnpaBnawm cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTh MHUMasi. CyLLecTBYIOT CNOCO6bl BbIACHNTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

4. He cTOMT BECTU XYNUraHCKUN 0Bpa3 BUPTYanbHOW XNU3HU. IHTepHET ukcupyeT Bce
TBOM AENCTBUSA N COXpPaHSET MUX. YaanuTb ux byaeT kpanHe 3aTpyaHUTESbHO;

5. Cobntogai cBo BUPTYanbHY YeCTb CMOOAY;

6. rHopupyn eamHnyHbIn Heratme. OgHopa3oBble OCKOpbUTENbHbIE COOOLLEHUS nyYlle
urHopmposaTb. OBbIYHO arpeccus npekpaLllaeTcs Ha Ha4YanbHOM CTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMM, B COLMANbHbIX
CeTAX €CTb BO3MOXHOCTb BIIOKMPOBKN OTMPaBKM COOBLLEHUI C ONpeaeneHHbIX aapecoB;
8. Ecnu TbI cBUgeTenb knbepbynnuHra. Teon 4enCTBUA: BbICTYNUTb NPOTUB
npecrnegoBartens, nokasatb eMy, YTO ero AeNCTBUS OLEHMBAKTCA HEraTMuBHO, NoaaepXaTb
XepTBY, KOTOPOM HYXHa ncmxonornyeckas noMoLLb, COOBLNTL B3pOCHbIM O hakTe
arpeccyBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOHbI 1 NIaHLWETbl coaepaT B cebe BNonHe B3pOChnbI
PYHKUMOHAN, 1 Tenepb OHM MOTYT KOHKYPMPOBaTb CO CTauMOHapHbIMU KOMMbIOTEPaMU.
OpHako, cpeacTB 3almThbl Ans NO40OHbIX YCTPOMUCTB NOKa 04eHb Mano. TecTupoBaHue 1
MOUCK YSI3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTeHCUBHO, kak ans MK, To xe camoe
KacaeTCs U MOBUITbHbBIX MPUMOXEHUMN.

CoBpeMeHHble MOBUnbHblEe Bpay3epbl yxKe NPakTUYecKkn AorHany HacTombHbIe aHarnoru,
O[HaKo pacLumpeHune yHKUuMoHana BrneyeT 3a cobon 60nbLUYH CIOXHOCTb U MEHbLLYIO
3aLUNLLIEHHOCTb.



[aneko He BCe Npou3BOAUTENU BbINYCKalOT 0BHOBMNEHWS, 3aKpblBaloLLME KPUTUYECKME
YSI3BMMOCTU NS CBOUX YCTPOWUCTB.

OcHoOBHbIe coBeTbl AnA 6e3onacHOCTU MobunbHoro TenedoHa:

Huyero He sBnsieTca no-HacTodAwemMy 6ecnnaTHbiM. Byab ocTopoXeH, Begb kKorga tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT OblTb CKPbITbI KaKne-To nnaTHble YCnyru;
Hdyman, npexae yem otnpasutb SMS, boTo nnmn Buaeo. Tobl TOYHO 3HaELWb, rae OHn ByayT
B KOHEYHOM uTOre?

Heobxoanmo 06HOBNSATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yn aHTMBUPYCHbIE NPOrpamMMbl 4511 MOBUITbHBIX TenedOoHOB;

He 3arpyxan npunoxxeHnsa oT HEM3BECTHOrO UCTOYHMKA, Beb OHU MOryT codepXaTtb
BPe4OHOCHOE NporpaMmmMHoe obecneyeHue;

Mocne Toro kak Tbl Bblngelb C canTa, rge BBOAWUI NUYHY MHOpMauno, 3anamn B
HacTpouku bpaysepa u yaanu cookies;

[Meprogunyeckn NpoBepan, Kakve nnaTHble yCrnyrin akTuBMpoBaHbl HAa TBOEM HOMEpE;
[aBan ceon Homep MOBUIbHOro TenedoHa TOMNbKO NIAAM, KOTOPbIX Thl 3HAELLb 1 KOMY
AoBepseLLb;

Bluetooth gormkeH 6bITb BbIKNOYEH, KOraa Thl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpoBepATb 3TO.

Online urpsbi

CoBpeMeHHble OHMarH-Urpbl - ATO KPAaCoYHble, 3axBaTbiBaloLme pasBreyeHns,
006beanHSALLME COTHM ThICAY YEnOoBeK Mo BceMy Mupy. Irpokn nccnenytoT gaHHbIA UM
MUp, obLaTCca Apyr C APYroM, BbIMOMHSAKT 3a4aHus,

CpaxatTcsl C MOHCTPaMM 1 Mosy4vatoT onbIT. 3a YA0BOMNbCTBUE OHWU NNATAT: NOKynatT
AVCK, onnaynBaloT aboHEMEHT nnm NprMobpeTatoT Kakme-To Onuumn.

Bce aTu cpeacTtBa MayT Ha NogaepXaHue 1 pasBuTUE UMPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYOTCH CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCH HOBbIE NaTyu
(undbpoBble 3annaTku ANsg NporpamMm), 3aKpbliBalOTCA YA3BMMOCTUCEPBEPOB.

B nogobHbIX nrpax CTOUT onacaTbCs HE CTONbKO CBOUX COMEPHUKOB, CKOSbKO KPaXun TBOEro
naponsi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3auumn 6onbLUMHCTBA Urp.

OcHOBHbIe cOBeTbl N0 6e30MacHOCTU TBOEro UrPOBOIro aKKayHTa:

1. Ecnu gpyron urpok segeT cebs nnoxo unu cosgaet Tebe HeNpUAaTHOCTU, 3abnNoKNpyn ero
B CMMCKe UIPOKOB;

2. Moxanynca agMUMHUCTPaToOpam Urpbl Ha NIoXoe NoBeAeHNE 3TOro UrpokKa, XenaTesnbHO
NPUNOXUTb Kakne-To

AoKasatenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyto MHOpMauuio B npodanne urpbl;

4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnueamn HeoduumarnbHble nativ n Moapl;

6. Micnonb3yn CroxHble 1 pasHble Naponu;

7. axe BO BpeMsi Urpbl HE CTOUT OTKNKOYaTb aHTMBMpPYC. [1oka Tbl UrpaeLlb, TBOW
KOMMbIOTEP MOTYT 3apasunThb.

PULLKMHT UNN KpaXa NMUYHbIX JaHHbIX

O6blyHOM Kpaxken AeHer N JOKYMEHTOB CEerofHsi y>Ke HUKOro He YAMBULLb, HO C pa3BuUTMEM
NHTEPHET-TEXHOSOMMIN 3M0YMBbILLSIEHHUKN NEPEMECTUNNCE B UHTEPHET, U NPOLOIKalOT
3aHMMaTbcs "NoUMbIM" gENOoM.

Tak nosiBMnacb HoBas yrpo3a: UHTEPHET-MOLUEHHUYECTBA UM OULLINHT, FriaBHas Lenb
KOTOPOro COCTOUT B NOSyYeHUM KOHUAEHUMANbHbIX JaHHbIX NOfNb30oBaTenen - NorMHoB U
naponen. Ha aHrnumnckom asbike phishing untaetcsa kak uwmHr (ot fishing - peibHas
noens, password - naponb).

OcHoOBHbIe coBeTbl N0 6opbbe ¢ PUNHroM:

1. Cneam 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblna B3nomaxa,
TO HeobxoaMMo 3abnoknpoBaTb ee 1 COOBLLMTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak
MO>XHO CKOpE€E;



2. Wcnonbayn 6e3onacHble Be6-canTbl, B TOM YACIE, UHTEPHET-Mara3snHOB U MONCKOBbIX
cucrem;

3. Ncnonb3yn cnoxHele n pasHble naponu. Taknm obpasom, ecnv Tebs B3nomatoT, TO
3M0YMbILLSIEHHMKM NOSy4aT SOCTYN TOSIbKO K OAHOMY TBOEMY NMpodusio B CETU, a HE KO
BCEM;

4. Ecnun T1eb4 B3nomanu, To HeobxoaMMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B py3bsax, O TOM, YTO Tebsa B3nomanu n, BO3MOXHO, OT TBOEro UMEHM
ByaeT paccbinaTbCs crnam 1 CCbINKM Ha (OULLMHIOBLIE CalThl,

5. YctaHoBu HagexHbii naponb (PIN) Ha MOBunbHbIN TenedoH;

6. OTKMNOUYM coxpaHeHne napons B bpaysepe;

7. He oTkpbIBan thannbl 1 gpyrne BNoXeHUs B NMCbMax, 4aXe €Civ OHU NMPULLIIM OT TBOUX
Apysen. Jlyylle yTouHM y HUX, OTNPaBnsny N1 oHm Tebe aTn annbl.

LUundpoBas penyrauyus

Lindposas penytauus - 3To HeratMBHas unm No3MTMBHasi MHGopMauus B cetu o Tebe.
KomnpomeTupytoLiaa nHgopmauus, pasMmeLLeHHasa B MHTEPHETE, MOXET CEPbe3HbIM
06pa3om OTpasnTbCA Ha TBOEWN pearibHOWM XU3HM.

"LincppoBasg penytaumsa” - 370 TBON UMUAX, KOTOPbIA POpMUPYETCs M3 MHopmaunn o Tebe
B UHTEPHETE.

TBOE MeCTO XnNTenbCTBa, y4ebbl, TBOE (PbMHAaHCOBOE MNONOXEeHME, 0CODEHHOCTU XapakTepa
N pacckasbl 0 6rIM3KUX - BCe 3TO HakanMBaeTCcs B CETW.

MHorve nogpocTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nukaumm nuyHon nHdopmaumm B
MHTepHeTe, HE MOHMMAas BO3MOXHbIX NOCNeACTBUA. Thl Aaxe HE CMOXeLlb AoragaTbCs O
TOM, YTO (poTorpadums, pasmeLleHHas 5 net Hasag, cTana nNnpUYMHON oTKasa NPUHATL Tebs
Ha paboTy.

KommeHTapuu, pasmelleHne TBonx hotorpadoum n gpyrme AencTBns MoryT He MCHe3HyTb
Aaxke nocre Toro, Kak Tbl UX yaanuub. Tbl HE 3Haellb, KTO COXpaHUn 3Ty nHdopMauuio,
nonasna fiv OHa B MOMCKOBbIE CUCTEMbI M COXPaHWUIIACh N1 OHa, a rMaBHOEe: YTO NOAYMatoT O
Tebe oKpyxaruime noaun, KoTopble HanayT u yBUAAT 3T0. Hantn nHdpopmaumto MHoro net
CMNyCTsi CMOXET NtoboN - Kak U3 AoOpbIX NOOYXAEHWI, TaK U C HAMEPEHMNEM NPUYNHNUTD
Bpea.

OTO MOXeT BbITb KTO YrogHO.

OcHOBHbIe cOBeTbI NO 3awuTe LMPPOBON penyTaLun:

1. Mopyman, npexae 4yem 4To-TO NyGnmMkoBaTh U NepefasaTb y cebsa B 6nore unm B
couuarnbHON CeTu;

2. B HacTporikax npocmnsa ycTtaHoBM OrpaHNYeHnst Ha NPOCMOTP TBOEro Npoduns n ero
COOEepXXMMOoro, caenan ero Tonbko "ansa gpysen”;

3. He pa3smelwyan n He ykasbiBan MHGOpPMaUUIo, KOTopas MOXeT KOro-nmbo ockopbnate unm
obwmxartb.

ABTOpCKOEe npaBo

CoBpeMeHHbI€e LLKOMNbHUKWN - akTUBHbIE NONb3oBaTenu LngpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HAK0T, YTO NONb30BaHNE MHOMMMW BO3MOXHOCTSIMU LIMOpOBOro Mmpa
TpebyeT cobntogeHns nNpaB Ha MHTENMNeKTyanbHy COBCTBEHHOCTb.

TepMuH "vHTENNEeKTyanbHas coO6CTBEHHOCTL" OTHOCUTCS K pasnnUYHbIM TBOPEHUSAM
4YenoBeYeCKOro yma, HaumHas C HOBbIX M306peTeHuI 1 3HaKOB, 0603HaYaoLLNX
COBCTBEHHOCTb Ha NPOAYKTbI U YCAYrn, U 3aKkaH4YMBasi KHUramm, ootorpadousamm,
KMHOhMNbMaMn 1 My3blkarbHbIMU MPOU3BEAEHNSIMUA.

ABTOpCKMeE Npasa - 3TO NpaBa Ha MHTEeNMNeKTyanbHYy COBCTBEHHOCTb Ha NPOU3BEAEHUS
HayKun, nMTepaTypbl N UCKycCTBa. ABTOPCKME NpaBa BbICTYNakT B KA4eCTBE rapaHTun Toro,
YTO MHTENMEKTYanbHbIA/TBOPYECKUI TPYA aBTopa He ByaeT HanpacHbIM, 4acT eMy
crnpaBeasniMBble BO3MOXHOCTU 3apaboTaTtbh Ha pesynbTaTax CBOEro Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHnst aBTopa He MOXET BOCNPOU3BOAUTb €ro
npou3BefeHne, pacnpocTpaHsaTb, Ny6rIMYHO AEMOHCTPUPOBaTL, NpoaaBaThb,
MMNOPTMPOBATbL, NyCKaTb B NPOKaT, NyGNMYHO UCNONHATL, MOKa3biBaTb/MCNOMHATL B acumpe
nnu pasmellatb B IHTepHeTe.



Mcnonb3oBaHue "nnpatckoro” nporpammMHoOro obecrneyeHns MOXeT NpUBECTU K MHOTUM
pycKkam: OT NOTEPU AaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIeHa HeneranbHas nporpamma. He ctount Takke 3abbiBaTh, YTO CyLLECTBYIOT
neraneHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXXHO HalTU B CETW.

O noprane

CeTeBMYOK.pd - TBOW rMaBHbIA COBETYMK B CETU. 34ECH Thl MOXeELLUb y3HATb O
6€e30nacHOCTN B CETU MOHATHBLIM M LOCTYMNHbIM S3bIKOM, @ NPYU BO3HUKHOBEHUN KPUTUYECKOM
cuTyaumm obpaTtuTbCs 3a COBETOM. A TakKe NPUHSATb y4acTue B KOHKYpPCax U CTaTb CaMbiM

UMdpPoBbIM rpaxgaHnHom!



